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1 Introduction

SwissSign provides a secure remote signature service easily accessible via the web, supporting both
Qualified Electronic Signatures (QES) and Simple Electronic Signatures (SES). QES requires a SwissID
account with a completed identity verification in accordance with Swiss Federal Electronic Signature
Act (ZertES). SES requires only a SwissID account and does not involve any identity verification.

The goal of this guide is to familiarize users with the important functionalities of the SwissSign signature
service web.

2 Pre-Requisites for the use of SwissSign Signature Service
Web

2.1 Device Requirements

To use SwissSign signature service web for QES you need a smartphone that meets the following
requirements (not applicable when signing with SES):

e The device must include a “secure element” that is protected with biometric
authentication.

e The device must have a biometric reader, such as a fingerprint reader or facial
recognition system.
For iOS devices: iOS version 17.6 or higher is required.
For Android devices: Android version 10.0 or higher is required.

To sign with QES, you will need to confirm the signature on your smartphone with the SwissSign Wallet
app. You can find more information about the SwissSign Wallet app on:
https://www.swisssign.com/en/identities/wallet.html

NOTE: The biometric login (fingerprint/face recognition) on the phone must always remain active.
Deactivating it will invalidate your service login. After a biometric change, the Wallet will need to be set
up again to access the service.

2.2 Supported document formats

The system supports all types of PDF documents. They can contain forms or notes. PDFs that have
already been signed can also be resubmitted for re-signing.

The following types of documents cannot be uploaded or signed:
e Corrupt PDFs
e Encrypted PDFs

e Documents containing XML Forms Architecture (XFA) forms

2.3 ldentification

Using the SwissSign signature service web for QES requires the identification of the signer, either
through a physical identification process or via the SwissSign remote unattended identity verification
process, which can be performed from anywhere.

To start identification, you must carry out the following steps

1. Create a SwissID account at https://login.swissid.ch/login/registration/
2. Verify your identity:
a. You can identify yourself online through the SwissSign remote unattended identify
verification process.
b. Or you can identify yourself in person. You can find the available locations at
https://www.swissid.ch/en/identifizieren/identifikationsstellen.html.

Read more about the available identification processes in https://www.swissid.ch/en/identifizieren.
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3 Using SwissSign signature service web

The SwissSign signature service web can be accessed in the following URL: https://sign.swisssign.com

You can access the signature service web and all its functionality with your SwissID account using
either your desktop or mobile browser.

Desktop browser: Mobile browser:

 SwissSign 14:55 TE

Signature Service - SwissSign de i it en

Signature Service

With the signature service by SwissSign,
private customers and SMEs can
electronically sign contracts and other
documents that requires a legally binding

signature.

3+ Loginwith SwissiD

Signature Service Web landing page

3.1 Structure of SwissSign Signature Service Web

The signing of a document is initiated in the so-called Signing Room.

Desktop browser: Mobile browser:

oG 1548
- SwissSign Documents Signatories  Settings Lm LISAMUNSTER

* SwissSign =

Documents C Search.. Q
Documents C

Title State Al v Signatories Requested by Lastchange

Q No document found

No document found

Overview Signing Room SwissSign Signature Service Web

e In the upper-right corner, you can see the username and the name of the Signing Room. By
clicking on your initials, a drop-down menu will appear where you will be able to see the signing
rooms in which you have been registered as a signing room manager.

¢ Within the Signing Room interface, you will find the Documents, Signatories, and Settings
tabs. Each of these sections will be explained in the following parts of this guide.

3.1.1 Documents in the Signing Room

When selecting the Documents Tab, you can see all the documents that are currently in your signing
room. The documents list includes the title, document state, signatories, requester and the date and
time of the last state update.
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Desktop browser: Mobile browser:

Lisa Munster 09:07 TE
Lisa Munster's room

_ Signing Request

- Swisssign Documents  Signatories  Settings LM
* SwissSign =

+Signing Request

Documents C Search. Q
Documents C Al
Title State Al o Signatories Requested by Last change
Signing_test_document.pdf @ Pending 28 days left Lisa Munster Lisa Munster Oct14, 1121 AM 8 testdocument.pdf 4 14, 21 AM
Signing_test_document.pdf @ Accepted Lisa Munster Lisa Munster Oct 14, 1106 AM
114, 1:06 AM
© 2025 SwissSign AG. GTC D English N

Documents view in the SwissSign Signature Service Web

o Using the Documents State, you can track the signing progress in real-time. By selecting the
dropdown menu next to State, you can filter documents by their status, including pending,
accepted, refused, cancelled or expired signing processes.

Desktop browser: Mobile browser:

Signing_test_document.pdf X 15 e
Signing_test_document.pdf x

Status Document Name

@ Accepted Signing_test_document.pdf . o

. Document reference
92714b7e-5bearac8a-8611-9ec1abE0sece [
Senton
7/10/25,10:19 AM Signatories. Senton

9/10/25,10:44 AM
Lisa Munster

Accepted on @ Accepted on 7/10/25, 1028 AM & Accepted on

7/10/25,10:28 AM 9/11/25, 3:31PM

Retained until Retained until

8/9/25,10:19 AM 10/20/25, 10:44 AM

Signature level

Qualified Electronic Signature

Signature level

High (Qualified Electronic Signature)

Signing request reference
Signing request reference

12085730-5516-48bf-bbed-eb17de572149 @
658c8779-9544-4130-bla2-0dTddasb i ()

Document Name
Signing_test_document.pdf

Document treforence
20113587-4003-4712-bcd3-c63eee595b40 [}

Document information on the document list

o By selecting a document from the list, you can have an overview of its signing status. This
shows you who has already signed and which signatories still have pending requests. From
this view, you can also cancel the signing process, send reminders, delete the document, or
download it.

3.1.2 Signatories in the Signing Room

When selecting the Signatories Tab, you can see all the signatories that are currently in your signing
room.

e You can invite new signatories by clicking on +New invitation.

e By selecting a signatory’s name in the left column of the screen, you will see a list of documents
where that individual is designated as a signatory.
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3.1.2.1 Inviting signatories to a signing room

e By clicking +New Invitation, you can add additional participants to your Signing Room using
their email addresses.

Add signatories to the signing room

» SwissSign Documamis  Sigrstie  Sutings w nbenser
Signatories -, peter.munster@example.com = :
B pommmiorBesamgcom
p a
Documents Search a
Lisa Marster
e s o - Sanatories Feauestod o Lartshange
[ —

Overview of signatories and their roles in the signing room

¢ Once you add signatories into your signing room you will be able to see them in the signatories
tab.

e If you subsequently click on the Signatories tab, you will see a list of signatories that you have
invited to your signing room.

e If you click on a signatory on the left column, their name and e-mail address will appear on the
screen. By selecting the 3 dots to the right of their name, you can either Delete the signatory
from the signing room or choose Manage permissions, which opens the Settings menu.

3.1.2.2 Accepting invitation to a Signing Room

Initially you will be invited by your organisation to use the SwissSign signature service web. You will
receive an invitation from your administrator.

 SwissSign

Customer service

Hello,
You have been invited to the signing room "Lisa Muster's room” in Signature Service
Click the bution below 1o accept the invitation

Accept invitation

Should you have any questions, please contact our customer service via e-mail
at support@swisssign com

Kind Regaras,
your SwissSign team

Shauid you have received this emat by mistake, please delete & You will only ba registered f you
click the ink above.

5, CH-8152 Glaltbrugg

Accept invitation to a signing room
e By clicking on Accept Invitation, you will be redirected to the SwissSign signature service web.

After logging in with your SwissSign account, you will see a confirmation message indicating
that you have been successfully added to the Signing Room.
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3.1.3 Settings in the Signing Room

As a signing room Manager, you can manage the permissions by selecting the Settings Tab.
¢ You can invite new Managers or Assistants by clicking on +Invite New.

¢ As a signing room Manager, you can modify other Manager or Assistant permissions by clicking
the three dots next to their name.

3.1.3.1 Inviting Managers and Assistants to a signing room

e Managers have full access to the signing room and its data. They have access to all documents
and can manage access to other managers, assistants and signatories. This authorization can
also be withdrawn or granted later.

o Assistants have limited access to the signing room and its data. They can invite signatories and
manage documents, but they cannot delete signatories or documents, nor manage user
permissions.

) twneromn s scon gins th eer ek scees v ¢ g 60 3

ts data. Leam more

Designation of managers in the signing room

e To designate a new Manager or Assistant, click on +Invite New, designate the desired
permission and select the preferred correspondence language between German, French,
Italian and English.

Lisa Munster's room 2

Permissions
1TOTAL

Lisa Munster .
) MaNAGER [
lisa.munster@sxample.com

Demote to assistant

+ Invite New

Demote to signatory

Delete

Manager permissions in the signing room

3.1.3.2 Accept invitation as Manager or Assistant to a Signing Room

If you are designated as manager or assistant in a signing room, you will receive an email invitation
from your administrator. Click on the button to Accept Invitation.
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> SwissSign
‘Customer service

0848 99 88 00
‘support@swisssign.cor

Hello,

You have been invited to manage the signing room “Lisa Muster's room" in Signature
Service

Glick the button below to accept the invitation

Accept invitation

Should you have any questions, please contact our customer service via e-mail
at support@swisssign.com

Kind Regards,
your SwissSign team

Should you have received this email by mistake, please delete it You will only be registered if you
click the link above.

Manager or Assistant email invitation

3.2 Signing a document

Signing with the SwissSign signature service web is simple, and flexible enough to accommodate the
individual needs of each signatory. You can choose between two types of electronic signatures: Simple
Electronic Signature (SES) or Qualified Electronic Signature (QES). The signing process varies slightly

depending on the selected signature type.

3.2.1 Initiating a Signing Request

As a signing room manager, you can send signature requests to yourself or to other signatories. By
clicking on +Signing Request a new window will open where you can prepare and send a document

for signature. In this view, you can:
e Select the signing workflow (QES or SES)

e Upload the document(s) to be signed

o |If uploading multiple documents, choose whether they will be signed all at one or individually.

This option is only available for SES.
e Add and arrange signatories
¢ Define the signing order

¢ Include a message for the signatories

Simple Electronic Signature

New Signing Request

Below are the detailed options available for configuring a signing request:

V 2.1, SwissSign AG, May 2026
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1.

Change Workflow

Click Change workflow to choose the desired signature level:
o High — Qualified Electronic Signature (QES)
o Low — Simple Electronic Signature (SES)

NOTE: The "Change workflow" drop-down list for the type of signature (QES, SES) is only
displayed if the use of multiple signature types has been set up.

Documents

In this section, you can upload the document(s) you wish to have signed. Either click in the Add
documents area or simply drag and drop files into the frame. Multiple documents can be
uploaded for the same signing request.

Signature Options

If you've uploaded more than one document, you can choose to Group documents in an
envelope, allowing all documents to be signed together in a single signing process.

NOTE: This option is available for both QES and SES.

Signatories

Add one or more signatories to the request. Each signatory will receive an email notification
with a link to sign the document. You can also select yourself as a signatory if you wish to sign
the document directly.

Signing Order
If you've added multiple signatories, you can choose the order in which they sign:

o Sign in the order listed above — Enforces a sequential signing order.

o No specific order — Allows all signatories to sign independently in any order.
Message

Optionally, you can include a message with the signing request to provide additional context or
instructions for the signatories.

Here is an example of a completed signing request:

Desktop browser: Mobile browser:

High (Qualified Electronic Signature) Change warkflow ~ 15:50

Signatories | Qualified [ change workfiow ~
§ Electronic
@~ @ Signature

Documents (0) + Add documents

Tipt Add documents by dragging them inta this windo

Signing Request example

3.2.1.1 Group documents in an envelope (batch signing)

When sending a +Signing Request that includes multiple documents, you can group them into an
envelope. This allows all documents to be signed with a single signature confirmation in the case of
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QES. For SES, no additional confirmation is required. To group documents into an envelope for batch
signing, follow these steps:

Desktop browser: Mobile browser:
Qualified Electronic Signature Change workflow = sign.swissid.ch [¢)
Pesements () aase QES Change workflow ~
Tie
gning_test_d L Lpa } . Documents (3) + Add documents
| i
| i Title  Signing.test_documant 384 KB
.
| Signing_test_documen_2.paf @ Signing_test_document_1.
|
™ Title  Signing_test_documant_... - 384 KB
Signing._test_document_3.pat )
igning._test_document_3.pd |} Signing_test_document_2 [
e

a Title  Signing_test_document_... - 384 KE

Signing_test_document_3 [

Signature options

will sign all documents at

Group documents in an envelope

Group documents in an envelope

3.2.1.2 Update signatories

This functionality allows you to modify the signatories of a +Signing Request. You can replace an
assigned signatory if they are unavailable, remove signatories who have not yet signed, or add new
ones to the request. If a defined signing order is used, you can also adjust the sequence of pending
signatories.

Note: Once a specific signatory has signed, their participation can no longer be modified.

To update the signatories, open the sent signing request, go to the Signatories tab, and click Edit
signatories to view the available options:

Desktop browser: Mobile browser:
Signing_test_document.pdf x 15127 il
| Signing_test_document.pdf X
| o Document (1) Signatories (4)
| @ Pending
Signatories (4) A
| Send reminder @ lisa.muster@example.com
1 Invitation sent
senton
1 @ lisa.muster@example.com

5/19/26, 11:31AM
@ thomas.mueller@example.com

INVITATION SENT Queued
@ thomas.mueller@example.com
6/18/26, 11:31AM oved

@ cva.meier@example.com

SIGNATURE LEVEL Queued @ ovameisr@example.com
Qualified Electronic Signature Gueved

@ julian.wenger@swisssign.com
SIGNING ORDER Queued @ julian.wenger@swisssign.com
Ordered (0 Gueved

SIGNING REQUEST ID

4bB447ee-5166-4a73-965a-d... ©

Edit signatories

Update signatories

You can then edit the signing order, change the language of notifications, remove signatories, or add
new ones. Click on the Submit Changes button to save the updates.
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Desktop browser:

Signing_test_document.pdf

STATUS

@ Pending

1
]
]
]
]

SENT ON

5/19/26, 11:31 AM

INVITATION SENT

6/18/26, 1:31AM

SIGNATURE LEVEL

Qualified Electronic Signature

SIGNING ORDER

Ordered (D)

SIGNING REQUEST ID

4bB447ee-5166-4a73-965a-d... (]

order.

Document (1)

1

Signatories (4)

Edit signatories

Add or remove signatories. Drag pending signatories by their number to change the signing

Add a signatory...

lisa.muster@example.com

EN
lisa. muster@example.com @
thomas.mueller@example.com @ en
thomas.mueller@example.com

evameier@example.com @ e
eva.meier@example.com

julianwenger@swisssign.com @ en

Julianwenger@swisssign.com

B & & &

F——

Edit signatories

3.2.2 Receiving a Signing Request

Mobile browser:
15:27 =k

Signing_test_document.pdf  x

Signatories (4) ~

Edit signatories

julian.wenger@swiss.

If someone else asks you to sign a document, you will receive an email from noreply@swisssign.com
stating that there is a document for you to sign. The invitation will specify the signature level of the

signature request, QES or SES.

Notification email with a QES signature request

 SwissSign
‘Customer service

0848 99 88 00
support@swisssign.com

Hello,
Lisa Muster has invited you to sign the document “Signing_test_document pdf"

You are about to sign this document with a Qualified Electronic Signature (Leam more).
I you do not have a verified SwissID account yet, please follow our step-by-step quide
for the activation of the service

Please click the link below to start signing.

Should you have any questions, please contact our customer service via e-mail
at support@swisssign.com

Kind Regards
your SwissSign team

Do not share this email. It contains a sacure link to your document that should not be shared with
others.

Once you click on Sign now, you will be redirected to the SwissSign signature service web. Log in with
your SwisslID account, accept the organization invitation, and you will see a Registration Confirmed

screen

+» SwissSign

Organisation

de fr it en

invitation

You have been invited to the organisation "SwissSign". Please

complete your personal information and confirm the invitation

request.

Email address
lisa.munster@swisssign.com

Firstname

Lisa

Lastname

Munster

V 2.1, SwissSign AG, May 2026

A\

ESLS

Page 12/23


mailto:noreply@swisssign.com

Y [ J [ J
> SwissSign
Organisation invitation screen

* SwissSign de fr it en

Registration
confirmed

You have been successfully registered.
Please click the link below to start

signing.

Registration confirmed screen

Depending on whether the required workflow is QES or SES, the signing process may vary slightly.
Please refer to section 3.2.3 for SES signing and section 3.2.4 for QES signing.

3.2.3 Signing with a Simple Electronic Signature (SES)

When clicking on Sign now in the notification email, you will be redirected to the SwissSign signature
service web. The first time you are invited to sign a document, you will be guided as described in Section

3.21.1.

o After you have logged in to the SwissSign signature service web, you can digitally sign directly.
NOTE: You don’t need to confirm the signature, this is only required for QES level.

Desktop browser:

<

i

Sign document
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Mobile browser:

09:10 T@E 09:10 T@

i

&«

Step1of3
Read through document

Sign document

[ Signing_test_document.pdf

Read through document

Review the document and complete any

o applicable fields

Open document

2 Resize and position signature

3 Review and accept

Reject document Next step

Document visualization before signature

e Carefully check the contents of the document. Now you can place the visual element of the
signature in the document by clicking on Next step.

Desktop browser: Mobile browser:

€ B 09:11 @

Sign document

Signing document

Step 2 of 3
Resize and position signature

~ Read through document

S— @ Enginn

09:m

Sign document

B .
slgning document Step 3 of 3
Review and accept
g bt 504 5 o empes st
~ Read through dacumen "
~ Resize and position signature

e
P T—
e
Accept and continue
P -

Signature visual mark placement
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e You can adjust the size of the signature with your mouse.

e Then click on Accept and Continue and the document will be submitted with your digital
signature.

Signature completed

¢ You will see a confirmation screen like the one above, indicating that the signature process has
been successfully completed.

3.2.4 Signing with a Qualified Electronic Signature (QES)

When clicking on Sign now in the notification email, you will be redirected to the SwissSign signature
service web. The first time you are invited to sign a document, you will be guided as described in Section
3.21.1.

e After you have logged in to the SwissSign signature service web, you will see the document to
sing.
NOTE: Since the inviting party has requested a QES, you will need a verified identity. For details
on how to complete identity verification, please refer to section 3.2.4.2

Desktop browser:
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Mobile browser:

15:29 TE 15:29 TE

[\

&

Step1of2
Read through document

Sign document

[ Signing_test_document pdf

Read through document

Review the document and complete any

o applicabla fields.

g Review and accept

Reject document

Next step

Document visualization before signature

e Carefully check the contents of the document. Now you can place the visual element of the
signature in the document by clicking on Next Step.

Desktop browser: Mobile browser:

bl : & a 15:29 TE

I~

«

Sign document

Disigoins " signing dosumant
Step 2 of 2

Review and accept

[rrp——

Sy

Accept and continue

] & ok

Signature visual mark placement

e You can adjust the size of the signature with your mouse.

e Then click on Accept and Continue and the document will be ready for approval with your
QES.

Confirm your
signature

When signing with SwissSign
signature service, you must
confirm your signatures in the
SwissSign Wallet app on your
phone.

Scan the QR code to get started with the

app.

(@ Incase you get stuck

Returm here and scan the QR code again to continue the process.

Confirm signature with SwissSign Wallet
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After confirming the document with your visual signature, a QR code will appear on your screen
along with a message asking you to confirm your signature, as in the picture above.

If you don't have the SwissSign wallet installed, you will be requested to install it. Please
continue in section 3.2.4.1 Installing the SwissSign Wallet.

If you don't have a verified identity, you will be requested to go through an identification process.
To see the details of the remote identification process, please have a look at section 3.2.4.2
Verifying your identity for QES.

If you have both the SwissSign wallet installed and your identity verified to sign with QES,
please continue in section 3.2.4.3 QES confirmation with the SwissSign Wallet.

3.2.4.1 Installing the SwissSign Wallet

To confirm your QES signature you need to install the SwissSign Wallet on your smartphone. The
SwissSign wallet is available in the iOS app store and in the Google Play store in the following links.

i0S
Android
If you don't have the SwissSign Wallet installed, you can proceed as follows:
Desktop browser: Mobile browser:
* 14:31 T 14:31 hd
Confirm your X * SwissSign ®
signature Confirm your signature
W . - Getting started with

When signing with SwissSign en signing with SwissSign ) .
signature service, you must signature service, you must confirm SwnssS|gn Wallet
confirm your signatures in the signing requests in the SwissSign
SwissSign Wallet app on your Wallet app. Follow the steps below to install and

phone. continue the process in the app.

= o Install SwissSign Wallet

(& Apssiore | (B> Googera

o Send request to app

In the desktop browser, open your phone's camera and scan the QR code on the confirmation
screen.

In the mobile browser, on the Confirm Your Signature screen, tap Continue and choose your
device's app store.

This will redirect you to download the SwissSign Wallet app from the appropriate store:
o App Store for iOS devices
o Google Play store for Android devices

Install the SwissSign Wallet on your mobile device.
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Once you have successfully installed the SwissSign Wallet, now you need to configure it for the first
time. Please follow the instructions on your device’s wallet screen.

o s e e 9 e o S e P

SmivaSign Waset

Privacy is key

Your wallet is empty

® E L N . ]

SwissSign Wallet Secure and private You're all set

““

SwissSign Wallet initial setup
1. Open the newly installed SwissSign Wallet on your phone. The wallet will guide you through
the setup. Press on Let's go to begin.
You can review the App Terms of Use if you'd like. Once ready, press Continue.

Enable biometrics on your phone by following the prompts if not configured.

0D

All set! press Continue.
5. Your SwissSign Wallet is ready to use
You have correctly installed your SwissSign Wallet:

e Ifyoudon't have a verified identity, you will be requested to go through an identification process.
To see the details of the remote identification process, please have a look at section 3.2.4.2
Verifying your identity for QES.

e If you have both the SwissSign wallet installed and your identity verified to sign with QES,
please continue in section 3.2.4.3 QES confirmation with the SwissSign Wallet.

3.2.4.2 Verifying your identity for QES

Once you have installed the SwissSign Wallet, you can scan the QR code to confirm the signature. If
you don’t have a verified identity yet, you will be prompted with a screen requesting verification before
you can sign the document.

Follow the steps below to complete the identity verification process and get ready to sign.

o . - e won p e"'l:”n @ o 1rea o e s cm
Cancsl (Carios ? Ot = Data processing consent

& sandborpreswissidch a4 D SwissiD
To continus, please read through and
a msent

B swissio « An identity verification is :ﬁm-d-‘-amcmmacu
sl .
needed

o confirm

I sccept that the dats collscted during the

Log in to SwissSign
Wallet tokes s

iz penalosa@suisssign.com

Prepare to sign

A & ountsandbox.preswissidch ¢ #A & ount sandbos pre.swissidoh ¢

SwissSign Wallet verification needed

1. Scan the QR code with your SwissSign wallet to proceed. You will see a screen with Prepare
to Sign, click on Continue.

2. Login with your SwissSign account.
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3. Now you will see a screen where you are informed that your identity is not ready to sign and

you need to proceed with an identification process, click on Identity Verification.

4. On My verified identity screen, select Start Identification and follow the on-screen
instructions.

5. Agree to the Data Processing Consent.

On the Identity verification screen click on Start and follow the on-screen instructions.

e o @ e wm o e s @ e 1 - e w2 @
2 Swissip @ X

SwissiD = B SwissiD = B SwissiD [OR [ SwissiD ® X
Identification Legal Notice Identification
1 have resd and agree 1o the terms and
With the right preparation, your oy Done ina fow stops:
@ Identification willsucceed strsight away.
§ . You wilneed @ e sviaeosaine
Identity verification Identity verification Look into the camera of you

). o instructions on the screen.

Scan identity document
a=| 2 valid ID document

Scan your identity document.

€ Verity your idntity © Vet youridenty )
© ContinuetoSwissiD Usesthe bution below o open the dentiy Q- soodambient light
verifcation.
Loova process

SwissSign Wallet identity verification

6. On the Identity verification screen click on Start and follow the on-screen instructions.
Complete the identification phase by following the instructions on the screen.

Continue with the identity verification by completing the video selfie, head rotation, and smile detection
steps. Click Next and follow the on-screen instructions to continue.

e iy v@ 9 e, o e v e T, va
[ SwissiD ® ® X 1 swissip ® @ X [ SwissiD ® ® X & swissip ® @® X

Head rotation

Video selfie

A & cation-epd.stage fidentitych ¢ AA B & ion-epd stage fidentitych & AA ® & on-epd.stage fidentitych ¢ #A W & jon-epd.stage fidentity.ch C AA W & jon-epd stage fidentitych ¢

Video selfie

7. Take a video selfie when prompted, ensuring your face is clearly visible.
8. Complete the Head rotation phase by rotating your head to the right and left as shown.
9. Smile when prompted and ensure your facial expression is clear.

Continue with the scanning document process. You can select passport or identity card. The list of
permitted documents can be found here.

Click Next and follow the on-screen instructions.

10. Scan your identity document (passport or identity card). If you use your passport with NFC, you
will scan the NFC chip, and the identification process will be done automatically. If you use your
identity card, a manual process from one of our agents will be needed.
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@ as e e e @ Q a7 - Q e - e R cm
B SwissiD ® X [ SwissiD ® ® X 3 SwissiD @ ® X B SwissiD 2 ® X B SwissiD ® @ X

Scan identity document

Identification

Done in a few steps.

° Take a video selfie

e Scan identity document
Scan your identity document.

weh & A ™ & on-epd.stagefidentitych ¢ ion-epd.stage fidentity.ch ¢,

-ation-epd.stage f

| 6 bonodsapiminch €

Document scan

Once you've completed the identity verification process, please wait until the verification is finished.

0 16:33 TE e 16:34 ® e 17:50 @ e 837 @
® X 2 SwissiD @ X B2 SwissiD @ B swissiD =

B swissiD
Identification Legal Notice
Dane in a few steps. Ihave read and agre to the terms and @
conditions of fidentity. \dent ificatis
° Take a video selfie entity verification
| | agree . Follow
° Scanidentity document Click on "Next" to sand your consent. Press o
"X in the upper right comer ta cancel.
. : . ° Verify your identity
We have detected that your
account has a verified identity.
Please be patient.
Please continue to the next step.

Verification process

e You may see a message saying: Wait until the verification is completed by one of our agents.
This means the verification process is still ongoing.

e Once the verification process is complete and correct, you have finished the preparation. Your
identity is now verified and ready to use the new SwissSign Wallet for signing with QES.

3.2.4.3 QES confirmation with the SwissSign Wallet

After setting up your SwissSign Wallet, you can now continue with the signature process. It's likely that
the signature request has timed out on your browser. Simply click Close and click on Accept and
Continue to generate a new signature request.

You will see the QR code again on your screen. Open the SwissSign Wallet, press on Scan QR code
and follow the instructions to add your signature credential with your biometrics:

o 1209 sE e 0828 Rl e oo28 a a 1208 sE
Py <t
Canco Canca! hdd creduntia

Cancel insandbox.pre.swissidch = O .
Add credential

[ swissiD x Infarmation

Log in to SwissSign
Wallet

Ready to sign

Your signing request is ready to be

signed.

3 Creats an account

Prepare to sign

o " ‘ -

Add signing credential
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1. On the Prepare to sign screen click Continue.
2. Log in with your SwissSign account.
3. Add your signature credential by using FacelD or Fingerprint authentication.
4. Once you reach the Ready to sign screen, press Continue.
Now you have a ready-to-sign credential!

Signing from a desktop browser:

A new QR code will be automatically generated on your desktop screen. Follow the instructions in the
SwissSign Wallet to confirm the signature:

Signature Service Web on desktop browser: SwissSign Wallet:
' e 12110 SE

X

Confirm signature

Confirm signing in SwissSign Wallet i Confirm signature

Scan the QR code with your phone to continue. | Cenfirmation code

You have 90 seconds to confirm the signing request with SwissSign Wallet.

i Document title

E
K @
Signature Service
Confirmation code H
©®  (40s8-7862 | CE D Signing confirmed

Return to SwissSign to finish the

proces

@ Incase you get stuck

Return here and scan the QR code again to continue the process

, [ =]

Confirmation codes on the desktop browser and the SwissSign Wallet.

o The Confirm Signature screen with a confirmation code will automatically appear in the
SwissSign Wallet.
NOTE: If the confirmation codes do not match, you must cancel and restart the signing
process.

e Confirm the signature with FacelD or Fingerprint authentication.
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Signing from mobile browser:

The screen on your mobile browser will show a confirmation code and a button to launch the SwissSign
Wallet. Follow the instructions in the SwissSign Wallet to confirm the signature:

SwissSign Signature Service Web on mobile SwissSign Wallet:
browser:
15:31 TE 15:31 =¥
Cancel
X 1 A
Confirm signing in Confirm signature
SwissSign Wallet Confirmation code
5318-5587
@ Note confirmation code Document title
Signing_test_document.pdf
Confirmation code
5318-5587 Sender

SwissSign

Signatory nsme

e Confirm in SwissSign Wallet
LISA MUNSTER

Regulation
Qualified Electronic Signature

according to ZertES (CH)

Confirm signature

Caefirmation coda
7B41-2545

N 4

Confirmation codes on the mobile browser and on the SwissSign Wallet.

o The Confirm Signature screen with a confirmation code will automatically appear in the
SwissSign Wallet when clicking on Confirm in app on your mobile browser.
NOTE: If the confirmation codes do not match, you must cancel and restart the signing
process.

¢ Confirm the signature with FacelD or Fingerprint authentication.

Signature Service Web on desktop browser: SwissSign Wallet:

050 @ 0950 L

Canfirm signature Swissign Wallot

&,
8 ©

Signing confirmed

Signing complete

Return to your browser to finish the
fully confirmed. signing request

Signature completed in the desktop browser and the SwissSign Wallet.

e Signature completed! Now, you will be redirected to your signing room, where you can
download your signed document and access the other documents in that room.

4 Changing the visual signature

When signing with the signature service, you can also upload and personalize your handwritten
signature or logo as a visual representation in addition to your digital signature. This function is available
on sign.swissswissign.com and the visual signature can be created, added or adapted there.

To add your visual signature, click on the Manage Signatures icon after the request to digitally sign a
document.
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Manage your signatures

[} Lisa Munster
N

[ b Addsignusure ]

=

Adding visual signatures

Once you have done this, you can either draw your signature under Add Signature or upload an image
to appear in your visual signature. Please ensure that you have the rights to the image and that it is
uploaded in JPG or PNG format. We recommend 300 x 150 pixels, i.e. a ratio of 2:1. Images that are
too large will be automatically scaled down. When signing the document, the image shown is used.

After you have signed the document, the most recently selected visual signature is always added to
subsequent documents. If you want to change this later, you can do so under Your Signatures. There
you can define how your signature should appear by selecting the visual element. If you delete all visual
signatures, your first and last name will always be displayed in the signature.

The visual signature serves as an optional element and has no impact on the evidentiary value of your
digital signature. It is therefore up to you whether you want to affix your visual signature to a document
in addition to your digital signature.

5 Support

Should there be further questions about the SwissSign signature service web, please check this
document and the online FAQ on https://www.swisssign.com/en/support/fag/signatures.html.

Also, the support team can be contacted as indicated on the website
https://www.swisssign.com/en/swisssign-kontaktformular.html

6 Limitations

Please note that the following applies for the SwissSign signature service web:

o Like many other solutions for qualified electronic signatures, the document type supported is
PDF.

e Signing Rooms cannot be defined by end-users themselves. Requests for new signing rooms
must be handled through your organization's support contact.
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